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Hardening Linux with Linux
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and Yama

WHAT?
The Linux Security Module (LSM) provides a mandatory access control
layer in the Linux kernel. It works alongside traditional Discretionary Access
Control (DAC) by intercepting system calls after DAC permission checks and
applying additional security policies.

WHY?
Use LSMslike Yamato harden system security by intercepting sensitive
system calls after standard DA C checks, and understand how configuring them
strengthens system security beyond basic user-level permissions.

EFFORT
The average reading time of this article is approximately 40 minutes.

REQUIREMENTS

Linux fundamentals: Understanding basic Linux commands, file
[ J . . . .
permissions, directory structures and use of the command line.
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1 About the Linux Security Module Framework

The LSM (Linux Security Module) framework is amodular architecture within the Lin-
ux kernel that alows for the implementation of various security models, primarily MAC
(Mandatory Access Contral).

Rather than hard-coding security policies, the Linux kernel provides hook points at critical system calls—
such asopening filesor starting processes—that the L SM framework defines and manages. These managed
hooks allow external modules such as SELinux or Yama to dynamically verify system actions. When a
process attempts a sensitive operation, the kernel triggers these hooks to ask the loaded security module
for permission; if the modul€e's specific policy denies the request, the action is blocked even if the user
has root privileges. Thisframework ensuresthat Linux remains flexible, allowing usersto choose or stack
different security layers based on their specific needs for system hardening.

The Linux security module framework includes the following modules:

¢ L ockdown: The Lockdown moduleisan LSM designed to strengthen the boundary between user-
space processes and the kernel by restricting access to features that could allow even aroot user to
modify the running kernel image. It operates in two primary modes:

® integrity: blocksfeaturesthat allow user spaceto modify the kernel, such as unsigned module
loading or direct memory access via /dev/mem.

e confidentiality: extends these restrictions to prevent users from extracting sensitive informa-
tion from kernel memory, such as RSA private keys.

¢ Landlock: The Landlock module empowers unprivileged processes to restrict their own access
rights, effectively creating a tailored sandbox without requiring administrative or root privileges.
Unlike traditional security modules that enforce system-wide policies, Landlock allows an applica-
tion developer to define a safe subset of the file system that the program is permitted to access,
blocking any unauthorized file reads, writes, or executions outside of that scope.

e Capability: breaks down the traditionally al-or-nothing power of the root user into distinct and
granular privileges. Instead of granting a process full administrative control, Linux assigns specific
capabilities, such asCAP_ NET BIND SERVICE, to open low-numbered ports.

e SELinux: isarobust LSM module that implements a MAC (Mandatory Access Control) architec-
ture, moving beyond the traditional user-owner permission model. It works by assigning security
labels (contexts) to every process, file, and network port on the system. Then it enforces a central
policy that dictates exactly how these entities can interact.
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1.1 How LSM works

Whenever aprocess attempts to access an object, like opening afile, sending anetwork packet, or creating
adirectory, the kernel first performs its standard DAC (Discretionary Access Contral). Thisis the basic
root versus user or read/write/execute permission check. If DAC alowsit, the LSM framework then

stepsin:
® Thekernel calls ahook, which is aredirection point.
® The security module such as SELinux, checks its own specific policy.
® The security module then returns a decision: Allowed or Denied.

Y ou can check which security modules are currently initialized on your Linux system:

cat /sys/kernel/security/lsm
lockdown, capability, landlock, yama, selinux, bpf,ima,evm
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1.2 Why is LSM necessary for system hardening?

Before LSM was introduced, users who wanted to add a new security feature to Linux had to hack the
kernel code directly. LSM solved this by:

e Standardization: It created a stable interface so security developers did not have to rewrite their
code every time the kernel updated.

° Modularity: It allows users to choose the security model that best fits their needs, such as SELinux
for high-security environments.

e Stacking: Modern kernelsallow you to stack multiple modules, so you can run something like Y ama
to protect against pt race attacks alongside AppArmor.

2 How does the Yama security module protect the
Linux kernel?

YamaisaLinux security module designed to enhance system-wide security by implement-
ing DAC (Discretionary Access Control) for certain kernel functionalities. It focuses on re-
stricting the use of the pt race system call, which is commonly used for debugging but can
also be exploited for malicious purposes. ptrace isashort form of process call, which is
apowerful system call that allows one process to observe, control, and manipulate another
process.

The Yamamodule is vital because it addresses a fundamental weakness in the traditional Linux process
model, where any process could freely peek and poke into the memory of any other process owned by
the same user. By introducing configurable scopes, most notably the restriction that a process can only
trace its own descendants, Y ama prevents lateral movement by attackers. This means a compromised
low-privilege application, like a Web browser or a chat client, cannot easily reach out to steal sensitive
data from an SSH agent or a password manager running in the same session. Y ou can implement Y ama,
whichisselectable at build timewith CONFIG SECURITY YAMA and can be controlled at runtime through
sysctlsin/proc/sys/kernel/yama.
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sysctl isapowerful interface used to examine and modify kernel parameters at runtime. However, be-
cause these settings can fundamentally change how the OS behaves, they are guarded by specific permis-
sions. When a setting is writable only with CAP_SYS PTRACE, it means the kernel requires the process
attempting the change to possess a specific capability. The sysctl settings writable only with CAP_SYS P-
TRACE are:

TABLE 1: SYSCTL SETTINGS EXPLAINED
Leve Name Description

0 Classic Regular Linux ptrace permis-
sions (owner can attach).

1 Restricted Only a parent process can ptrace
its descendants.
2 Admin-only Only processes with

CAP_SYS PTRACE can ptrace
(usually root).

3 No-attach Ptrace is disabled globally. Can-
not be changed until reboot.

3 How do | enable and configure Yama?

Yamais built into most modern kernels, so you don't run it like a program. Instead, you con-
figureitsptrace scope . It has been apart of the SUSE Linux Enterprise Server kernel
since SUSE Linux Enterprise Server 15 SP4 and is enabled by default since SUSE Linux En-
terprise Server 16 to restrict access so that a process can only trace children.

PROCEDURE 1: SETTING YAMA SECURITY LEVELS

1. Verify that your kernel was compiled with Yama support. Check for the existence of the Yama
configuration file:

ls /proc/sys/kernel/yama/ptrace scope

If thisfileexists, Yamaisactive. If yougetaNo such file or directory error, Yamaislikely

not compiled into your kernel or not enabled as a security module at boot.
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2. To seewhich mode your system is currently using, read the value of the ptrace scope file
cat /proc/sys/kernel/yama/ptrace_scope
e (: Classic permissions (Least secure).
¢ 1: Restricted (Default on most systems; can only trace children).
e 2: Admin-only (Requires root).
¢ 3: Disabled (Highest security; cannot be changed without reboot).
3. You can changethe security level temporarily to see how it affectsyour tools, for example, strace:
> sudo sh -c 'echo 2 > /proc/sys/kernel/yama/ptrace scope'

If thelevel isalready set to 3, you cannot lower it using this method. Level 3 is alockdown mode
that persists until the next system reboot.

sleep 100 &

Note the PID.
Open a separate terminal and try to attach toit: strace -p PID NO.If Yamalevel lisactive, you

will see: attach: ptrace: Operation not permitted.
4. Edit the sysctl configuration to make the Y ama level permanent:

> sudo vi /etc/sysctl.d/10-ptrace.conf

5. If the file does not exist, you can create it or edit /etc/sysctl.conf.
Add the following line and apply the change:

kernel.yama.ptrace scope =1
> sudo sysctl -p /etc/sysctl.d/10-ptrace.conf

6. Optional: If you want to ensure Yamais at level 3 (disabled) from the moment the system turns on,
add yama.ptrace scope=3 toyour GRUB kernel boot parameters.
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Warning: Disabling Yama ptrace scope restrictions

Thekernel.yama.ptrace scope setting isasecurity feature that restricts which processes can
use ptrace. When set to 1, a process only attaches to its own direct children. You can choose
any of these options:

e (Preferred) Install the pre-configured package to handle the sysctl setup for you:
> sudo zypper install aaa base-yama-enable-ptrace

® Create aconfiguration file and add the following line:
/etc/sysctl.d/90-disable-yama.conf

kernel.yama.ptrace scope = 0 and apply it using the command sysctl --system
apply.

Assign the CAP_SYS PTRACE capability to the debugger via the setcap utility from the
libcap-progs package:

> sudo setcap cap sys ptrace+ep /usr/bin/gdb
® During runtime, set sysctl to 0:

sysctl -w kernel.yama.ptrace scope=0

Run the respective debugger as root.

Disabling the ptracerestriction allowsany program you runto control and spy on your other running
applications, easing software debugging but creating a significant security risk.

Note that the first two options are permanent and will persist even after you reboot your system.

For more information, refer toman 2 ptrace.

4 Troubleshooting Yama

Troubleshooting Y amais essential because an overly restrictiveptrace scope cansilently break critical
system operations, such as debugging with GDB or generating crash reports, directly impacting a devel-
oper's ability to diagnose software failures.
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Common troubleshooting scenarios include:

Debuggers (GDB) cannot attach to processes
This is the most common issue. You try to debug a running process with GDB or strace, and you
get an Operation not permitted error, even if you own the process. To resolve issues where
arestrictive Yamaptrace scope (typicaly levels 1 or 2) prevents a debugger from attaching to
aprocess, lower the kernel's security constraints.
First, check the current status of the scope:

cat /proc/sys/kernel/yama/ptrace scope

Subsequently, update the value to 0 to temporarily grant permissions for a user to debug their own
non-privileged processes:

> sudo echo 0 | sudo tee /proc/sys/kernel/yama/ptrace_scope

This adjustment effectively relaxes the system's ptrace restrictions, enabling standard debugging
tools to function without being blocked by the Linux security module.

Permissions reverting after reboot
You manualy set ptrace scope to O to allow development work, but every time the machine
reboots, it switches back to 1, breaking your workflow. Because the /proc file system is volatile,
any manual changestothe YAMA ptrace scope arelost upon reboot, as security-oriented distri-
butions reset this value via default configuration files.
To make a permanent adjustment, modify the persistent configuration located at /etc/
sysctl.d/10-ptrace.conf or a similar path by changing the value of kernel.yama.p-
trace scope from1toO.
Savethefileand apply the changeswith sudo sysctl -p. Thisensuresthat the relaxed debugging
permissions remain active across system restarts.

Admin only debugging (scope 2)

You are a developer with sudo access, but you still cannot attach to a process you started, even
after trying to use sudo gdb. When the YAMA ptrace scope is set to level 2 (Admin-only
attach), the system enforces a strict security policy that prevents users and sometimes even root
users from attaching to a process that is aready running unless they possess specific capabilities
like CAP_SYS PTRACE . To bypass this restriction without lowering the system's global security
level, initiate the process directly through the debugger rather than attempting to hook into a pre-
existing PID.

> sudo gdb --args ./my program
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With this method, the debugger acts asthe parent process, establishing alegitimate relationship that
permits full debugging control even under restrictive Y ama settings.

5 For more information

® Tolearn more about the Linux security module usage: https://docs.kernel.org/admin-guide/LSM/

index.html <.

6 Legal Notice

Copyright© 2006— 2026 SUSE LLC and contributors. All rights reserved.

Permission is granted to copy, distribute and/or modify this document under the terms of the GNU Free
Documentation License, Version 1.2 or (at your option) version 1.3; with the Invariant Section being this
copyright notice and license. A copy of the license version 1.2 is included in the section entitled “GNU
Free Documentation License”.

For SUSE trademarks, see https://www.suse.com/company/legal/ 2. All other third-party trademarks
are the property of their respective owners. Trademark symbols (®, ™ etc.) denote trademarks of SUSE
and its affiliates. Asterisks (*) denote third-party trademarks.

All information found in this book has been compiled with utmost attention to detail. However, this does
not guarantee complete accuracy. Neither SUSE LLC, its affiliates, the authors, nor the translators shall
be held liable for possible errors or the consequences thereof.

A GNU Free Documentation License

Copyright (C) 2000, 2001, 2002 Free Software Foundation, Inc. 51 Franklin S, Fifth Floor, Boston, MA
02110-1301 USA. Everyoneis permitted to copy and distribute verbatim copies of this license document,
but changing it is not allowed.
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0. PREAMBLE

The purpose of thisLicenseisto make amanual, textbook, or other functional and useful document "free"
in the sense of freedom: to assure everyone the effective freedom to copy and redistribute it, with or
without modifying it, either commercialy or non-commercially. Secondarily, this License preserves for
the author and publisher a way to get credit for their work, while not being considered responsible for
maodifications made by others.

ThisLicenseisakind of "copyleft", which means that derivative works of the document must themselves
be free in the same sense. It complements the GNU General Public License, which is a copyleft license
designed for free software.

We have designed this License to use it for manuals for free software, because free software needs free
documentation: afree program should come with manuals providing the same freedoms that the software
does. But this License is not limited to software manuals; it can be used for any textual work, regardless
of subject matter or whether it is published as a printed book. We recommend this License principally for
works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the
copyright holder saying it can be distributed under the terms of this License. Such anotice grants aworld-
wide, royalty-free license, unlimited in duration, to use that work under the conditions stated herein. The
"Document”, below, refers to any such manual or work. Any member of the public is alicensee, and is
addressed as "you". Y ou accept the license if you copy, modify or distribute the work in away requiring
permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or aportion of it, either
copied verbatim, or with modifications and/or trand ated into another language.

A "Secondary Section” is a named appendix or a front-matter section of the Document that deals exclu-
sively with the relationship of the publishers or authors of the Document to the Document's overall subject
(or to related matters) and contains nothing that could fall directly within that overall subject. (Thus, if the
Document isin part atextbook of mathematics, a Secondary Section may not explain any mathematics.)
The relationship could be a matter of historical connection with the subject or with related matters, or of
legal, commercial, philosophical, ethical or palitical position regarding them.
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The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those of
Invariant Sections, in the notice that says that the Document is released under this License. If a section
does not fit the above definition of Secondary then it is not allowed to be designated as Invariant. The
Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections
then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover
Texts, in the notice that says that the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent” copy of the Document means a machine-readable copy, represented in a format whose
specification isavailable to the general public, that is suitable for revising the document straightforwardly
with generic text editors or (for images composed of pixels) generic paint programsor (for drawings) some
widely available drawing editor, and that is suitable for input to text formatters or for automatic translation
to a variety of formats suitable for input to text formatters. A copy made in an otherwise Transparent
file format whose markup, or absence of markup, has been arranged to thwart or discourage subsequent
modification by readersisnot Transparent. An image format is not Transparent if used for any substantial
amount of text. A copy that is not "Transparent” is called "Opaque".

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input
format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-conforming
simple HTML, PostScript or PDF designed for human modification. Examples of transparent image for-
mats include PNG, XCF and JPG. Opaqgue formats include proprietary formats that can be read and edit-
ed only by proprietary word processors, SGML or XML for which the DTD and/or processing tools are
not generally available, and the machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as are needed
to hold, legibly, the material this License requires to appear in the title page. For works in formats which
do not have any title page as such, "Title Page" means the text near the most prominent appearance of the
work'stitle, preceding the beginning of the body of the text.

A section "Entitled XY Z" means a named subunit of the Document whosetitle either is precisely XYZ or
contains XY Z in parenthesesfollowing text that translates XY Z in another language. (Here XY Z standsfor
a specific section name mentioned below, such as " Acknowledgements', "Dedications”, "Endorsements”,
or "History".) To "Preserve the Title" of such a section when you modify the Document means that it
remains a section "Entitled XY Z" according to this definition.
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The Document may include Warranty Disclaimers next to the notice which states that this License applies
to the Document. These Warranty Disclaimers are considered to be included by referencein this License,
but only as regards disclaiming warranties: any other implication that these Warranty Disclaimers may
have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or non-commercialy,
provided that this License, the copyright notices, and the license notice saying this License applies to the
Document are reproduced in all copies, and that you add no other conditions whatsoever to those of this
License. You may not use technical measures to obstruct or control the reading or further copying of the
copies you make or distribute. However, you may accept compensation in exchange for copies. If you
distribute a large enough number of copies you must also follow the conditions in section 3.

Y ou may also lend copies, under the same conditions stated above, and you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document,
numbering more than 100, and the Document's license notice requires Cover Texts, you must enclose
the copiesin coversthat carry, clearly and legibly, all these Cover Texts. Front-Cover Texts on the front
cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as
the publisher of these copies. The front cover must present the full title with all words of the title equally
prominent and visible. Y ou may add other material onthe coversin addition. Copying with changeslimited
to the covers, aslong asthey preservethetitle of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed
(as many asfit reasonably) on the actual cover, and continue the rest onto adjacent pages.

If you publish or distribute Opagque copies of the Document numbering more than 100, you must either in-
clude amachine-readable Transparent copy aong with each Opaque copy, or statein or with each Opagque
copy a computer-network location from which the general network-using public has access to download
using public-standard network protocols a complete Transparent copy of the Document, free of added
material. If you use the latter option, you must take reasonably prudent steps, when you begin distribution
of Opague copiesin quantity, to ensure that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.
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It is requested, but not required, that you contact the authors of the Document well before redistributing

any large number of copies, to givethem achanceto provide you with an updated version of the Document.

4. MODIFICATIONS

Y ou may copy and distribute aModified Version of the Document under the conditions of sections 2 and
3 above, provided that you release the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution and modification of the Modified

Version to whoever possesses acopy of it. In addition, you must do these things in the Modified Version:

A.

14

Usein the Title Page (and on the covers, if any) atitle distinct from that of the Document, and from
those of previous versions (which should, if there were any, be listed in the History section of the
Document). Y ou may use the sametitle asapreviousversion if the original publisher of that version
gives permission.

List on the Title Page, as authors, one or more persons or entities responsible for authorship of the
modifications in the Modified Version, together with at least five of the principa authors of the
Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

State on the Title page the name of the publisher of the Modified Version, as the publisher.
Preserve all the copyright notices of the Document.
Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

Include, immediately after the copyright notices, alicense notice giving the public permission to use
the Modified Version under the terms of this License, in the form shown in the Addendum below.

Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in
the Document's license notice.

Include an unaltered copy of this License.

Preservethe section Entitled "History", Preserveits Title, and add toit anitem stating at least thetitle,
year, new authors, and publisher of the Modified Version as given on the Title Page. If thereis no
section Entitled "History" in the Document, create one stating thetitle, year, authors, and publisher
of the Document as given on its Title Page, then add an item describing the Modified Version as
stated in the previous sentence.
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J. Preservethe network location, if any, giveninthe Document for public accessto a Transparent copy
of the Document, and likewise the network |ocations given in the Document for previousversionsit
was based on. These may be placed in the "History" section. Y ou may omit a network location for
awork that was published at least four years before the Document itself, or if the original publisher
of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements' or "Dedications’, Preserve the Title of the section,
and preserve in the section all the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserveall the Invariant Sections of the Document, unaltered in their text and in their titles. Section
numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements’. Such a section may not be included in the Modified
Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title with any
Invariant Section.

0. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sec-
tions and contain no material copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the Modified
Version's license notice. These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements”, provided it contains nothing but endorsements of your
Modified Version by various parties--for example, statements of peer review or that the text has been
approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as
a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements made by) any
one entity. If the Document aready includes a cover text for the same cover, previously added by you or
by arrangement made by the same entity you are acting on behalf of, you may not add another; but you
may replace the old one, on explicit permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names
for publicity for or to assert or imply endorsement of any Modified Version.
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5. COMBINING DOCUMENTS

Y ou may combine the Document with other documents released under this License, under the terms de-
fined in section 4 above for modified versions, provided that you include in the combination al of the
Invariant Sections of all of the original documents, unmodified, and list them all as Invariant Sections of
your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections
may be replaced with a single copy. If there are multiple Invariant Sections with the same name but dif-
ferent contents, make the title of each such section unique by adding at the end of it, in parentheses, the
name of the original author or publisher of that section if known, or else a unique number. Make the same
adjustment to the section titlesin the list of Invariant Sectionsin the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original documents,
forming one section Entitled "History"; likewise combine any sections Entitled " Acknowledgements®, and
any sections Entitled "Dedications’. Y ou must delete all sections Entitled "Endorsements’.

6. COLLECTIONS OF DOCUMENTS

Y ou may make a collection consisting of the Document and other documents released under this License,
and replace the individual copies of this License in the various documents with a single copy that isin-
cluded in the collection, provided that you follow the rules of this License for verbatim copying of each
of the documentsin all other respects.

Y ou may extract asingle document from such acollection, and distributeit individually under thisLicense,
provided you insert acopy of thisLicenseinto the extracted document, and follow thisLicensein all other
respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or itsderivativeswith other separate and i ndependent documents or works,
in or on avolume of a storage or distribution medium, is called an "aggregate” if the copyright resulting
from the compilation is not used to limit the legal rights of the compilation's users beyond what the indi-
vidual works permit. When the Document is included in an aggregate, this License does not apply to the
other worksin the aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Doc-
ument is less than one half of the entire aggregate, the Document's Cover Texts may be placed on covers
that bracket the Document within the aggregate, or the electronic equivalent of coversif the Document is
in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.
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8. TRANSLATION

Trandation is considered akind of modification, so you may distribute trand ations of the Document under
the terms of section 4. Replacing Invariant Sections with trandations requires special permission from
their copyright holders, but you may include translations of some or al Invariant Sections in addition to
the original versions of these Invariant Sections. You may include a trandation of this License, and all
the license notices in the Document, and any Warranty Disclaimers, provided that you also include the
origina English version of this License and the original versions of those notices and disclaimers. In case
of adisagreement between the trandation and the original version of thisLicense or anotice or disclaimer,
the original version will prevail.

If asectioninthe Document isEntitled " Acknowledgements', "Dedications", or "History", therequirement
(section 4) to Preserveits Title (section 1) will typically require changing the actual title.

9. TERMINATION

Y ou may not copy, modify, sublicense, or distribute the Document except as expressly provided for under
this License. Any other attempt to copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from timeto time. Such new versionswill be similar in spirit to the present version, but may differ in detail
to address new problems or concerns. See https://www.gnu.org/copyleft/ a.

Each version of the License is given a distinguishing version number. If the Document specifies that a
particular numbered version of this License "or any later version” applies to it, you have the option of
following the terms and conditions either of that specified version or of any later version that has been
published (not as a draft) by the Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not as a draft) by the Free Software
Foundation.

ADDENDUM: How to use this License for your documents

Copyright (c) YEAR YOUR NAME.
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Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line
with this;

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.

If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those
two aternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend rel easing these examples
in parallel under your choice of free software license, such as the GNU General Public License, to permit

their use in free software.
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